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ABSTRACT : 

The present inven tion ,_ cog^>r_i_se,s ..a^met hod and apparatus for authenticating data 
related to (on- lin e tra nsaction s The invention utilizes a user-customized 
certification indicator that informs a user as to the success or failure of one or 
more authentication and/ or security protocols implemented on aTuser^coiranunications 
faccess device such as a personal computer, a personal digital assistant ("PDA"), an 
'enhanced function telephone, etc. In one or more embodiments, one of the components 
of the indicator is user defined, and locally stored, reducing the likelihood of 
interception and counterfeiting. In one or more embodiments, the indicator 
components include a centrally provided graphic element and a user defined text 
overlay. When a user initiates an electronic transaction, a background validation 
process is initiated that implements procedures for determining the authenticity of 
data related to the transaction, such as the" identity of~a" transaction party . If 
the validation process determines that the data is authentic, the validation 
process displays a certification indicator comprising the graphic overlaid with the 
user defined text-string. In another, embodiment, the certification indicator 
includes one or more muTti -media— components.^ such as, for example, an audio 
component . 

8 Claims, 10 Drawing figures 
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